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2005 - 2006 LEGISLATURE

SENATE SUBSTITUTE AMENDMENT 3,
TO 2005 SENATE BILL 164

AN ACT 1o create 895.507 of the statutes; relating to: notice regarding unauthorized

acquisition of personal information.

Analysis by the Legislative Reference Bureau

This substitute amendment requires an entity that possesses certain personal
information about an individual to notify the individual when the information is accessed by
a person who the entity has not authorized to do so (unauthorized access). The substitute
amendment’s notice requirements apply to entities, including the state and local
governments, that do any of the following: conduct business in Wisconsin and maintain
personal information in the ordinary course of business; store personal information in this
state; maintain a depository account for a Wisconsin resident; or lend money to a Wisconsin
resident.

Under the substitute amendment, personal information includes any of the following
information about an individual, if accompanied by the name of the individual to whom the
information pertains: driver’s license number; social security number; depository account
number and certain other financial information; deoxyribonucleic acid (DNA) profile and
other biometric data; and certain other information that can be used to obtain money, goods,
or services, or other things of value. Personal information does not include information that
is lawfully available to the public or information that is encrypted.

As to an entity whose principal place of business is located in Wisconsin or that
stores personal information in Wisconsin, if the entity knows or has reason to know
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of an unauthorized access, the substitute amendment requires the entity to make reasonable
efforts to notify the individual that is the subject of the personal information (subject) that the
individual’s personal information has been accessed. As to an entity whose principal place
of business is not located in Wisconsin, if the entity knows or has reason to know of an
unauthorized access involving information pertaining to a Wisconsin resident, the substitute
amendment requires the entity to make reasonable efforts to notify the subject. An entity is
not required to give notice if the acquisition of personal information does not compromise the
security, confidentiality, or integrity of the personal information, or if the personal
information was acquired in good faith by an employee of the entity and the personal
10 information is used for a lawful purpose of the entity.

11 Under the substitute amendment, an entity required to notify a subject must, within a
12 reasonable time not to exceed 30 business days after learning of the unauthorized access,
13 inform the subject that the entity knows of the unauthorized use of personal information

oo B0 B WA B R R S

 entity has previously used to communicate with the subject. If the entity cannot reasonably
determine the subject’s mailing address, the entity may notify the subject by another means
reasonably calculated to provide actual notice to the subject. Under the substitute
amendment, a law enforcement agency may request an entity to delay a required notice for
any period of time in order to protect an investigation or homeland security. An entity that
receives such a request must begin the notification process after the requested delay period.

The substitute amendment contains exemptions from the notice requirements for
certain entities that are subject to, and in compliance with, certain requirements imposed by
federal law and regulations that generally relate to the privacy and security of medical and
financial data. The substitute amendment also prohibits the enactment or enforcement by a
city, village, town, or county of an ordinance or regulation that relates to notice or disclosure
of the unauthorized acquisition of personal information. ;

The substitute amendment provides that failure to comply with the substitute
amendment’s requirements is not negligence or a breach of a legal duty, but may be evidence
of negligence or a breach of a legal duty.

32

33 The people of the state of Wisconsin, represented in senate and assembly, do

34 enact as follows:
35 SECTION 1. 895.507 of the statutes is created to read:
36 895.507 Notice of unauthorized acquisition of personal information.

37 (1) DEFINITIONS. In this section:
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(2) 1. “Entity” means a person, other than an individual, that does any of the
following:

a. Conducts business in this state and maintains personal information in the
ordinary course of business.

b. Stores personal information in this state.

¢. Maintains for a resident of this state a depository account as defined in s.

815.18 (2) (e).
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a. The state ’and any office, department, independent agency, authority,
institution, association, society, or other body in state government created or
authorized to be created by the constitution or any law, including the legislature and
the courts.

b. A city, village, town, or county.

(am) - “Name” means an iﬁdividual’s last na;ne’ combined with the individual’s
first name or first initial.

{(b) “Personal information” means any of the information specified in s. 943.201

1 ®)4.,5.,9.,11,, . ifall of the following apply:

"The data elements for which notice would be required differ from those in the 21 states that have enacted data
security ‘breach leglsiatmn (by adding data eiements, like any account number or unique physical representation, and
omitting others, like government lssued id numbers). Because most secunty breaches involve data of individuals in
more than one state, it would be very helpful if the data elements coverex by this bill were consistent with those in
most other state laws. (This is our second suggested (b) paragraph, after the “or”)

If the spansors do not want to conform the data eie ents i in Wisconsin law to those in other states, we;urge that they
at least delete the cmss-reference o parag;raphs 12a andc. and 13 of sectmn 943,201 becauset ey are phr

an overbroad way that sweeps in data elements that are not at all s '
number” and “any 1eans of account access” if they “can be used to oi;tam money, goods, services or any other
thing of value or benef‘ it see section 942.201(12)a. and <, are overbroad because they covera slmple telephoma o
number, email or Instant Messagmg address, or any other communications acceunt number The te d in most
other state laws is “financial account number” because ythese po ;
that would w ork is “credit account numbe e Furthermore, one of ¢ e data ele in aragraph 13
physical representation”, would likely cover a simple sketch or photograph of individual.

, “any unique
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1 1. The information is accompanied by the name of the individual to whom the
information pertains.
2. The information is not publicly available.

3. The information is not encrypted, redacted or otherwise protected by a method that

renders the information unusable or unreadable. } O
(b) "Personal information" means, notwithstanding section

943.201, an individual's first name or first initial and last name, in

G0 N WL A W N

10 or altered ”bz‘ any method or teéhiaoiogy in such a manner that the

11 data elements are unreadable:

12 (i) Social security number; ¥ ,

13 (i) Driver's license number or state identification card 4

14 number;

15 iii) Financial account number or credit or debit card number, 1z

6 [Bsombisatenm ®
17 code, or password that wouid ermit access to an individual's

18 financial account.}

19 () “Publicly available information” means any information that an entity

20 reasonably believes is one of the following:

21 1. Lawfully made widely available through any media.

22 2. Lawfully made available to the general public from federal, state, or local

23 government records or disclosures to the general public that are required to be made

24 l by federal, state, or local law. )

25 (2) NOTICE REQUIRED. (a) If an en@whose principal place of business is

26 located in this state or an entity tha{dwns or licenses 7personal information of a resident of
2 Eve reach notice law requires notice by the entity that “owns or licenses” the information,

rather than ty es” the information (which may be a third party service provider). This other

approach is better for consumers, because the entity that owns the data is in almost all cases the entity with whom



10
11
12
13
14
15
16
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this state know that personal information in the entity’s possession has been acquired by a
person whom the entity has not authorized to acquire the personal information, the entity
shall make reasonable efforts to notify each subject of the personal information. The
notice shall indicate that; the entity knows of the unauthorized acquisition of
personal information pertaining to the subject of the personal information.

(b) Any person or business that maintains computerized data that includes personal

information that the person or business does not own shall notify the owner or licensee of the

discdvery, 1f the pérS6hal ihformatibn in;as, dr is reasoﬁably ’believed to ha*ée‘ been, acquifed
by an unauthorized person.*
(e) Notwithstanding pars. (a) and (b), an entity is not required to provide
notice of the acquisition of personal information if any of the followj ply:
1. The acquisition of personal information does no create@rial risk of identity
theft or fraud to the resident(of this stata to whom such information pertain% or does not®

compromise the security, confidentiality, or integrity of personal information in the entity’s

possession.

the consumer has a business relationship. When the consumer recewes notice from entities with whom he or she has
a relationship (as opposed to a third party service provider the consumer will not recognize), the consumer wﬂl be
far more likely to open and read the notice.

This change is necessary to avoid requiring duphcatwe notice to residents of other states, All the current
state laws impose notification requirements based upon the state of residence of the individuals. who are to receive
notice, instead of the state where the breached entity is located. This would mean that SB 164 would i impose a
duplicative requirement under Wisconsin law, for residents of those states.

This paragraph, found in all other state breach notice laws, requires a third party that stores mfonnauﬂn on
behalf of the owner or licensee to net;fy the owner or licensee very quickly so that the owner or licensee can notify
the affected individuals.

This paragraph i5 unnecessary because paragraph (a) already requires notice by entities whose principal
giace of business is not located in W:sconsm, ;

This change is very important to include so that notice is provxded in ‘1tuations that acmally 0se SO
material risk of identity theft or fraud to the dmduais receiving notice.
such as Ohio and New Jersey, as well as the ALEC rmodel breach bill. If: the hange i
will be neadiessly scared and goto ,greaz inconvenience ycancehng financi ‘ ,
risk to them, and over time consumers will receive so ‘many notices that they will begm to 1gnore them and won't
focus on notices concerning breaches that actually pose a risk of identity theft or fraud.
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2. The personal information was acquired in good faith by an employee or agent
of the entity, if the personal information is used for a lawful purpose of the entity.

(3) TIMING AND MANNER OF NOTICE. (a) Subject to sub. (5), an entity shall provide
the notice required under sub. (2) (to a resident of this state|within a reasonable time, not to

exceed 30 business days after the /mtlty learns of the acquisition of personal information
Q)ertalmng to such resident 7@

(b) An entity shall provide the notice required under sub. (2) by mail or by a

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

personal information. If an entity cannot with reasonable diligence determine the

mailing address of the subject of the personal information, or if the entity has not
previously communicated with the subject of the personal information, the entity
shall provide notice by a method reasonably calculated to provide actual notice to the
subject of the persbnal information.

(3m) REGULATED ENTITIES EXEMPT. This section does not apply to any of the
following:

(2) An entity that is subject to, and in compliance with, the privacy and security
requirements of 15 USC 6801 to 6827, or a person that has a contractual obligation
to such an entity to comply with the requirements of those sections, if the entity or person has
in effect a policy concerning breaches of
information security.

(b) An entity that is described in 45 CFR 164.104 (a), if the entity complies with
the requirements of 45 CFR part 164.

(4) EFFECT ON CIVIL CLAIMS. Failure to comply with this section is not negligence

or a breach of any duty, but may be evidence of negligence or a breach of a legal duty.

7

tled to the

Th:sf:sa very,lmportant technical change. Itis clarifies that the 30 day deadline for prowdmg notice is
viduals as to wham a breach is learned to have sceurred. Sometimes, an entity will discover
nformatmn was breached and then weeks or even | onths. iater, will learn that other

mdmduais‘ mfonnanon was also breached. In these cm:umstances, the entxty does not even know that the second
group of individuals was affected by the breach and cannot provide notice to them on the same timetable.
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1 (5) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. A law enforcement agency
2 may, in order to protect an investigation or homeland security, ask an entity not to
3 provide a notice that is otherwise required under sub. (2) for any period of time and
4 the notification process required under sub. (2) shall begin at the end of that time period.
5 Notwithstanding subs.  (2) and (3), if an entity receives such a request, the
6 entity may not provide notice of or publicize an unauthorized acquisition of personal
7 information, except as authorized by the law enforcement agency that made the
8 request. ;

9 (6m) LOCAL ORDINANCES OR REGULATIONS PROHIBITED. No city, village, town, or

10 county may enact or enforce an ordinance or regulation that relates to notice or
11 disclosure of the unauthorized acquisition of personal information.
12 (7Tm) EFFECT OF FEDERAL LEGISLATION. If the joint committee on administrative
13 rules determines that the federal government has enacted legislation that imposes
14 notice Yrequirements substantially similar to the requirements of this section and
15 determines that the legislation does not preempt this section, the joint committee on
16 administrative rules shall submit to the revisor of statutes for publication in the
17 Wisconsin administrative register a notice of its determination. This section does not
18 apply after publication of a notice under this subsection.

19 (END)
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ASSEMBLY SUBSTITUTE AMENDMENT 1,
TO 2005 ASSEMBLY BILL 836

November 30, 2005 — Offered by Representatives J. FITZGERALD, GUNDRUM, DAVIS,
NISCHKE, LOEFFELHOLZ, JENSEN, BIES, HINES, OTT, BALLWEG, KLEEFISCH, OWENS,
FREESE, HUNDERTMARK, MCCORMICK, CULLEN, KRAWCZYK and MONTGOMERY.

AN ACT to create 895.507 of the statutes; relating to: notice regarding

unauthorized acquisition of personal information.

Analysis by the Legislative Reference Bureau

This substitute amendment requires an entity that possesses certain personal
information about an individual to notify the individual when the information is
accessed by a person who the entity has not authorized to do so (unauthorized
access).  The substitute ‘amendment’s notice requirements apply to entities,
including the state and local governments, that do any of the following: conduct
business in Wisconsin and maintain personal information in the ordinary course of
business; store personal information in this state; maintain a depository account for
a Wisconsin resident; or lend money to a Wisconsin resident.

Under the substitute amendment, personal information includes any of the
following information about an individual, if accompanied by the name of the
individual to whom the information pertains: driver’s license number; social
security number; depository account number and certain other financial
information; deoxyribonucleic acid (DNA) profile and other biometric data: and
certain other information that can be used to obtain money, goods, or services, or
other things of value. Personal information does not include information that is
lawfully available to the public or information that is encrypted.

As to an entity whose principal place of business is located in Wisconsin or that
stores personal information in Wisconsin, if the entity knows or has reason to know
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of an unauthorized access, the substitute amendment requires the entity to make
reasonable efforts to notify the individual that is the subject of the personal
information (subject) that the individual's personal information has been accessed.
As to an entity whose principal place of business is not located in Wisconsin, if the
entity knows or has reason to know of an unauthorized access involving information
pertaining to a Wisconsin resident, the substitute amendment requires the entity to
make reasonable efforts to notify the subject. An entity is not required to give notice
if the acquisition of personal information does not compromise the security,
confidentiality, or integrity of the personal information, or if the personal
information was acquired in good faith by an employee of the entity and the personal

information is used for a lawful purpose of the entity.
Jnder the substitute amendme nti

ble time not ) ; ;
unauthorized access, inform the subject that the entity knows of the unauthorize
use of personal information pertaining to the subject. The entity must deliver the
notice by mail or by another method the entity has previously used to communicate
with the subject. If the entity cannot reasonably determine the subject’s mailing
address, the entity may notify the subject by another means reasonably calculated
to provide actual notice to the subject. Under the substitute amendment, a law
enforcement agency may request an entity to delay a required notice for any period
of time in order to protect an investigation or homeland security. An entity that
receives such a request must begin the notification process after the requested delay
period.

The substitute amendment contains exemptions from the notice requirements
for certain entities that are subject to, and in compliance with, certain requirements
imposed by federal law and regulations that generaliy relate to the privacy and
security of medical and financial data. The substitute amendment also prohibits the
enactment or enforcement by a city, village, town, or county of an ordinance or
regulation that relates to notice or disclosure of the unauthorized acquisition of
personal information.

The substitute amendment provides that failure to comply with the substitute
amendment’s requirements is not negligence or a breach of a legal duty, but may be
evidence of negligence or a breach of a legal duty.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SECTION 1. 895.507 of the statutes is created to read:
895.507 Notice of unauthorized acquisition of personal information.

(1) DeriNITIONS. In this section:
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SECTION 1

(@) 1. “Entity” means a person, other than an individual, that does any of the
following:

a. Conducts business in this state and maintains personal information in the
ordinary course of business.

b. Stores personal information in this state.

¢. Maintains for a resident of this state a depository account as defined in s.

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

d. Lends mdney to a resident of this state.
2. “Entity” includes all of the following:
a. The state and any office, department, independent agency, authority,
institution, association, society, or other body in state government created or
authorized to be created by the constitution or any law, including the legislature and
the courts.

b. A city, village, town, or county.

(am) “Name” means an individual’s last name combined with the individual's
first name or first initial.

(b) “Personal information” means any of the information specified in s. 943.201
(1) (b) 4., 5.,9., 11., 12. a. and c;, and 13. if all of the following apply:

1. The information is accompanied by the name of the individual to whom the
information pertains.

2. The information is not publicly available.

3. The information is not encrypted.

() “Publicly available information” means any information that an entity
reasonably believes is one of the following:

1. Lawfully made widely available through any media.
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1 2. Lawfully made available to the general public from federal, state, or local
2 government records or disclosures to the general public that are required to be made
3 by federal, state, or local law.
4 (2) Nortice REQUIRED. (a) If ap entity whose principal place of business is
5 located in this state or an entity tha@res personal information in this state knows
6 that personal information in the entity’s possession has been acquired by a person
8 shall make reasonable efforts to notify each subject of the personal information. The
,,,,,,, 9 notice shall indicate that the entity knows of the unauthorized acquisition of
10 personal information pertaining to the subject of the personal information.
11 (b) If an entity whose principal place of business is not located in this state
12 knows that personal information pertaining to a resident of this state has been
13 acquired by a person whom the entity has not authorized to acquire the personal
14 information, the entity shall make reasonable efforts to notify each resident of this
15 state who is the subject of the personal information. The notice shall indicate that
16 the entity knows of the unauthorized acquisition of personal information pertaining
17 to the resident of this state who is the subject of the personal information.
18 (cm) Notwithstanding pars. (a) and (b), an entity is not required to provide
19 notice of the acquisition of personal information if any of thefollowing apply:
20 1. The acquisition of personal information does noégpromise the security,
21 confidentiality, or integrity of personal information in the entity’s possession.
22 2. The personal information was acquired in good faith by an employee or agent
23 of the entity, if the personal information is used for a lawful purpose of the entity.
24 (3) TIMING AND MANNER OF NOTICE. (a) Subject to sub. (5), an entity shall provide
25 the notice required under sub. (2) within a reasonable time, not to exceec(BO business)

¢ hetoht
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SECTION

days after the entity learns of the acquisition of personal informatior/ /A
determination as to reasonableness under this paragraph shall include
consideration of the number of notices that an entity must provide and the methods
of communication available to the entity.

(b) An entity shall provide the notice required under sub. (2) by mail or by a

method the entity has previously employed to communicate with the subject of the

© ® N o G & w W
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_ personal information. If

igence determine the

" mailing address of the subjéét of the p‘érsonalk information, and if the entity has not

previously communicated with the subject of the personal information, the entity
shall provide notice by a method reasonably calculated to provide actual notice to the
subject of the personal information.

(3m) REGULATED ENTITIES EXEMPT. This section does not apply to any of the
following:

(@ An entity that is subject to, and in compliance with, the privacy and security
requirements of 15 USC 6801 to 6827, or a person that has a contractual obligation
to such an entity, if the entity or person has in effect a policy concerning breaches of
information security.

(b) An entity that is described in 45 CFR 164.104 (@), if the entity complies with
the requirements of 45 CFR part 164.

(4) EFFECTON CIVIL CLAIMS. Failure to comply with this section is not negligence
or a breach of any duty, but may be evidence of negligence or a breach of a legal duty.

(5) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. A law enforcement agency
may, in order to protect an investigation or homeland security, ask an entity not to
provide a notice that is otherwise required under sub. (2) for any period of time and

the notification process required under sub. (2) shall begin at the end of that time



—

[<> B4 B N

LRBs0329/1
2005 — 2006 Legislature -6~ CTS:allijf
SECTION 1

period. Notwithstanding subs. (2) and (3), if an entity receives such a request, the
entity may not provide notice of or publicize an unauthorized acquisition of personal
information, except as authorized by the law enforcement agency that made the
request.

(6m) LOCAL ORDINANCES OR REGULATIONS PROHIBITED. No city, village, town, or

county may enact or enforce an ordinance or regulation that relates to notice or

11
12
13
14
15

(7m) EFFECT OF FEDERAL LEGISLATION. If the joint committee on administrative
rules determines that the federal government has enacted legislation that imposes
notice requirements substantially similar to the requirements of this section and
determines that the legislation does not preempt this section, the joint committee on
administrative rules shall submit to the revisor of statutes for publication in the
Wisconsin administrative register a notice of its determination. This section does not
apply after publication of a notice under this subsection.

(END)
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a document evidencing a chose in action or other intangible right,
value means either the market value of the chose in action or other
right or the intrinsic value of the document, whichever is greater.
If the thief gave consideration for, or had a legal interest in, the sto-
len property, the amount of such consideration or value of such
interest shall be deducted from the total value of the property.

(e) “Vulnerable adult” has the meaning given in s. 940.285 (1)
(e).

(3) PenaLTIES. Whoever violates sub. (1):

(a) If the value of the property does not exceed $2,500, is guilty
of a Class A misdemeanor.

(bf) If the value of the property exceeds $2,500 but does not
exceed $5,000, is guilty of a Class I felony.

(bm) If the value of the property exceeds $5,000 but does not
exceed $10,000, is guilty of a Class H felony.

(c) If the value of the property exceeds $10,000, is guilty of a
Class G felony.

(d) If any of the following circumstances exists, is guilty of a
Class H felony‘

CRIMES—PROPERTY 943.201

The definition of “bailee” under s. 407.102 (1) is not applicable to sub. (1) (b); defi-
nitions of “*bailment” and are “bailee” discussed. State v. Kuhn, 178 Wis. 2d 428, 504
N.W.2d 405 (Ct. App. 1993).

‘When the factual basis for a plea to felony theft does not establish the value of the
property taken, the conviction must be set aside and replaced with a misdemeancr
conviction. State v. Harrington, 181 Wis. 2d 985, 512 N.W.2d 261 (Ct. App. 1994).

The words “uses,” “transfers,” “conceals,” and “retains possession” in sub. 1) )
are not synonyms describing the crime of theft but describe sepa.rate offenses. A jury
must be instructed that there must be imous n the in which
the statute was violated. State v. Seymour, 183 Wis, 2d 682, 51 SN.W.2d 874 (1994),

Theft from the person includes theft of a purse from the handle of an occupied
xgvheeléc%axr State v. Hughes, 218 Wis, 2d 538, 582 N.W.2d 49 (Ct. App. 1998),

7063

‘When the victim had pushed her purse against a car door with her leg and the defen-
dant’s action caused her to fall back, dlslodgmg the purse, his act of taking it consti-
tuted taking property from the victim’s person under sub. (3) (d) 2. State v. Graham,
2000 WI App 138, 237 Wis. 2d 620, 614 N.W.2d 504, 99-1960,

Muitiple convictions for the theft of an equal number of firearms arising from one
incident did not violate the protection against double jeopardy. State v. Trawitzki,
2001 WI 77, 244 Wis. 2d 523, 628 N.W.2d 801, 99-2234.

Agency is not necessarily an element of theft by fraud when the accused obtains
another person’s property through an intermediary. State v. Timblin, 2002 W1 App
304, 259 Wis. 2d 299, 657 N.W.2d 89, 02-0275.

Multiple charges and multiple punishments for separate fraudulent acts was not
mulggggnous State v. Swinson, 2003 WI App 45, 261 Wis. 2d 633, 660 N.W.2d 12,

02

A Inndlord who failed o retuin or account far a seourity éespazﬁ ardmaﬁiy could

1. The property s a domestic animal.

3. 'The property is taken from a building which has been
destroyed or left unoccupied because of physical disaster, riot,
bombing or the proximity of battle.

4. The property is taken after physical disaster, riot, bombing
or the proximity of battle has necessitated its removal from a
building.

5. The property is a firearm.

6. The property is taken from a patient or resident of a facility
or program under s. 940.295 (2) or from a vulnerable adult.

(e) If the property is taken from the person of another or from
a corpse, is guilty of a Class G felony.

(4) USE OF PHOTOGRAPHS AS EVIDENCE. In any action or pro-
ceeding for a violation of sub. (1), a party may use duly identified
and authenticated photographs of property which was the subject
of the violation in lieu of producing the property.

History: 1977 ¢. 173, 255, 447; 1983 a. 189; 1987 a. 266; 1991 a. 39; 1993 a. 213,
443, 486; 2001 a, 16,109,

Cross=reference: ‘Misappropriation of funds by contractor or subcontractor as
theft, see 5. 779.02 (5).

If one person takes property from the person of another, and a 2nd person carries
it away, the evidence may show a theft from the person under subs. (1) (a) and (3) (d)
2., either on a theory of conspiracy or of complicity. Hawpetoss v. State, 52 Wis. 2d
71, 187 N.w.2d 823 (1971).

Theft is a lesser included offense of robbery. Moore v. State, 55 Wis. 2d 1, 197
N.W.2d 820 (1972).

Attemnpted theft by false representation (signing another’s name to a car purchase
contract) is not an included crime of forgery (signing the owner’s name to a car title
to be traded in). State v. Fuller, 57 Wis. 2d 408, 204 N.W.2d 452 (1973).

Under sub. (1) (d), it is not necessary that the person who parts with property be
induced to do so by a false and fraudulent scheme; the person must be deceived by
a false representation that is part of such a scheme. Schneider v. State, 60 Wis. 2d 765,
211 N.W.2d 511 (1973).

In abolishing the action for breach of promise to marry, the legislatore did not sanc-
tion either civil or criminal fraud by the breaching party against the property of a
duped victim. Restrictions on civil actions for fraud are not applicable to related crim-
inal actions. Lambert v, State, 73 Wis. 2d 590, 243 N.W.2d 524 (1976).

Sub. (1) (a) should be read in the disjunctive so as to prohibit both the taking of,
and the exercise of unauthorized control over, property of another. The sale of stolen
property is thus prohibited. State v. Genova, 77 Wis. 2d 141, 252 N.W.2d 380 (1977).

The state may not charge a defendant under sub. (1) (a) in the disjunctive by alleg-
ing that the defendant took and carried away or used or transferred. Jackson v. State,
92 Wis. 2d 1, 284 N.W.2d 685 (Ct. App. 1979).

Circumstantial evidence of owner nonconsent was sufficient to support a jury’s
verdict. State v. Lund, 99 Wis. 2d 152, 298 N.W.2d 533 (1980).

Section 943.20 (1) (e) does not unconstitutionally imprison one for debt. State v.
Roth, 115 Wis. 2d 163, 339 N.W.2d 807 (Ct. App. 1983},

A person may be convicted under s. 943.20 (1) (a) for concealing property and be
separately convicted for transferring that property. State v. Tappa, 127 Wis. 2d 155,
378 N.W.2d 883 (1985).

A viclation of sub. (1) (d) does not require proof that the accused personally
received property. State v. O’Neil, 141 Wis, 2d 535, 416 N'W.2d 77 (Ct. App. 1987).
“Obtains title to property,” as used in sub. (1) {d), includes obtaining prope:
under a lease by fraudulent misrepresentation. State v. Meado, 163 Wis. 2d 789, 472

N.W.2d 567 (Ct. App. 1991).

The federal tax on a fraudulently obtained airline ticket was properly included in
its value for determining whether the offense was a felony under sub. (3). State v.
McNearney, 175 Wis. 2d 485, N.W.2d (Ct. App. 1993).

not be prosecuted under this section. 60 Aty Gen 1
State court mlmgs that umm%mﬁzed wmml was sufficient to support o conviction
undersub, (1) (d not an unl dening of the offense so as to deprive the
d;i;cu;igg{t) of notice and the opportunity to defend “Hawkins v. Mathews, 405 B Supp.
(1980):

943.201 Unauthorized use of an individual’s personal
identifying information or documents. (1) In this section:
(a) “Personal identification document” means any of the fol-

lowing:

1. A document containing personal identifying information.

2. Anindividual’s card or plate, if it can be used, alone or in
conjunction with another access device, to obtain money, goods,
services, or any other thing of value or benefit, or if it can be used
to initiate a transfer of funds.

3. Any other device that is unique to, assigned to, or belongs
to an individual and that is intended to be used to access services,
funds, or benefits of any kind to which the individual is entitled.

(b) “Personal identifying information” means any of the fol-
lowing information:
1. An individual’s name.
2. Anindividual’s address.
3. Anindividual’s telephone number.

w4 The unique identifying driver number assigned to the indi-
vidual by the department of transportation under s. 343.17 (3) (a)
4,

=F=An individual’s social security number.
6. An individual’s employer or place of employment.
7. An identification number assigned to an individual by his
or her employer.
8. The maiden name of an individual’s mother. ~——
9, The identifying number of a depository account, as defined
in s. 815.18 (2) (e), of an individual.
10.: An individual’s taxpayer identification number. —
(T An individual’s deoxyribonucleic acid profile, as defmed
ins. 74 (2d) (a).

2. Any of the following, if it can be used, alone or in conjunc*
tion with any access device, to obtain money, goods, services, or
any other thing of value or benefit, or if it can be used to 1n1t1ate
a trapsfer of funds:

faj An individual’s code or account number.

b. An individual’s electronic serial number, mobile identifica-
tion number, personal identification number, or other telecommu-
nications service, equipment, or instrument identifier.

E:c‘* Any other means of account access.
%An individual’s umque biometric data, mcludmg finger-
prin

ice print, retina or iris image, or any other unique physical
representation.

Unofficial text from 03-04 Wis. Stats. database. See printed 03-04 Statutes and 2005 Wis. Acts for official text under s. 35.18
(2) stats. Report errors to the Revisor of Statutes at (608) 266-2011, FAX 264-6978, http://www.legis.stale.wi.us/rsb/
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943.201 CRIMES—PROPERTY

14. Any other information or data that is unique to, assigned
to, or belongs to an individual and that is intended to be used to
access services, funds, or benefits of any kind to which the indi-
vidual is entitled.

15: Any other information that can be associated with a partic-
ular individual through one or more identifiers or other informa-
tion or circumstances.

(2) Whoever, for any of the following purposes, intentionally
uses, attempts to use, or possesses with intent to use any personal
identifying information or personal identification document of an
individual, including a deceased individual, without the authori-
zation or consent of the individual and by representing that he or
she is the individual, that he or she is acting with the authorization
or consent of the individual, or that the information or document
belongs to him or her is guilty of a Class H felony:

(a) To obtain credit, money, goods, services, employment, or
any other thing of value or benefit.

(b) To avoid civil or criminal process or penalty.

(c). To harm the repumtmﬂ, property, prerson, orestate-of the
individual, ,

(3) Itis an affirmative defense toa pmsecuﬁen uﬁdﬂl’ th;s sec-
tion that the defendant was authorized by law 10 engage in the con-
duct that is the subject of the prosecution. A defendant who raises
this affirmative defense has the burden of proving the defense by
a preponderance of the evidence.

(4) If an individual reports to a law enforcement agency for the
Jjurisdiction which is the individual’s residence that personal iden-
tifying information or a personal identifying document belonging
to the individual reasonably appears to be in the possession of
another in violation of this section or that another has used or has
attempted to use it in violation of this section, the agency shall pre~
pare a report on the alleged violation. If the law enforcement
agency concludes that it appears not to have jurisdiction to investi-
gate the violation, it shall inform the individual which law
enforcement agency may have jurisdiction. A copy of a report
prepared under this subsection shall be furnished upon request to
the individual who made the request, subject to payment of any
reasonable fee for the copy.

History: /1997 a.'101;2001 a. 109; 2003 a. 36.

Acviolation of sub. (2) isa continuing offense. State v. Ramirez, 2001 WI App 158,
246 Wis. 2d 802, 633 N.W.2d 656, 00~2605.

Because bail is statutorily defined as “monetary conditions of release,” and can be
expressed as cash, a bond, or both, one who misappropriates another’s identity and
uses it to obtain lower bail in a criminal case has done so to obtain credit or money

within the meaning of this section. State v. Peters, 2003 WI 88, 263 Wis. 2d 475, 665
N.w.2d 171, 01-3267.

943.203  Unauthorized use of an entity’s identifying
information or documents. (1) ‘In this section:

(a) “Entity” means a person other than an individual.
(b) “Identification document” means any of the following:
1. A document containing identifying information,

2. Anentity’s card or plate, if it can be used, alone or in con-
junction with another access device, to obtain money, goods, ser-
vices, or any other thing of value or benefit, or if it can be used to
initiate a transfer of funds.

3. Any other device that is unique to, assigned to, or belongs
to an entity and that is intended to be used to access services,
funds, or benefits of any kind to which the entity is entitled.

(c) “Identifying information” means any of the following
information:

1. An entity’s name.

2. Anentity’s address.

3. An entity’s telephone number.

4. An entity’s employer identification number.

5. The identifying number of an entity’s depository account,
as defined in s. 815.18 (2) (e).

6. Any of the following, if it can be used, alone or in conjunc-
tion with any access device, to obtain money, goods, services, or

Updated 03-04 Wis. Stats. Database 8
UNOFFICIAL TEXT

any other thing of value or benefit, or if it can be used to initiate
a transfer of funds:

a. An entity’s code or account number.

b. An entity’s electronic serial number, mobile identification
number, entity identification number, or other telecommunica-
tions service, equipment, or instrument identifier.

¢. Any other means of account access.

7. Any other information or data that is unique to, assigned
to, or belongs to an entity and that is intended to be used to access
services, funds, or benefits of any kind to which the entity is
entitled.

8. Any other information that can be associated with a particu-
lar entity through one or more identifiers or other information or
circumstances.

{2) Whoever, for any of the following purposes, intentionally
uses, attempts to use, or possesses with intent to use any identify-
ing information or identification document of an entity without
the authorization or consent of the entity and by representing that
the person is the entity or is acting with the authorization or.con-
sent of the entity is guilty of a Class H felony: ' ~

(a) To obtain credit, money, goods, services, or anytlnng else
of value or benefit.

(b) To harm the reputation or property of the entity.

(3) Itis an affirmative defense to a prosecution under this sec-
tion that the defendant was authorized by law to engage in the con-
duct that is the subject of the prosecution. A defendant who raises
this affirmative defense has the burden of proving the defense by
a preponderance of the evidence.

(4) If an entity reports to a law enforcement agency for the
jurisdiction in which the entity is located that identifying informa-
tion or an identification document belonging to the entity reason-
ably appears to be in the possession of another in violation of this
section or that another has used or has attempted to use it in viola-
tion of this section, the agency shall prepare a report on the alleged
violation. If the law enforcement agency concludes that it appears
not to have jurisdiction to investigate the violation, it shall inform
the entity which law enforcement agency may-have jurisdiction.
A copy of areport:prepared under:this subsection shall be fur-
nished upon request to.the entity that made the request, subject to
payment of any reasonable fee for the copy.

History: 2003 a, 36, 320.

943.205 Theft of trade secrets. (1) Whoever with intent to
deprive or withhold from the owner thereof the control of a trade
secret, or with intent to appropriate a trade secret to his or her own
use or the use of another not the owner, and without authority of
the owner, does any of the following may be penalized as provided
in-sub. (3):

(a) Takes, uses, transfers, conceals, exhibits or retains posses-
sion of property of the owner representing a trade secret.

(b) Makes or causes to be made a copy of property of the owner
representing a trade secret.

(c) Obtains title to property representing a trade secret or a
copy of such property by intentionally deceiving the owner with
a false representation which is known to be false, made with intent
to defraud, and which does defraud the person to whom it is made.
“False representation” includes a promise made with intent not to
perform if it is a part of a false and fraudulent scheme.

{2) In this section:

(a) “Copy” means any facsimile, replica, photograph or other
reproduction of any property and any notation, drawing or sketch
made of or from any property.

(b) “Owner” includes a co—~owner of the person charged and
a partnership of which the person charged is a member, unless the
person charged and the victim are husband and wife.

(c) “Property” includes without limitation because of enumer-
ation any object, material, device, substance, writing, record,
recording, drawing, sample, specimen, prototype, model,

Unofficial text from 03-04 Wis. Stats. database. See printed 03-04 Statutes and 2005 Wis. Acts for official text under s. 35.18
(2) stats. Report errors to the Revisor of Statutes at (608) 266-2011, FAX 264~6978, http://www.legis.state.wi.us/rsb/
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A bill for an act
relating to commerce; requiring businesses that
possess personal data to notify persons whose perscnal
information bas been disciosed to unauthorized
persons; proposing coding for new law in Minnesota
Statutes, chapter 325E.
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF MINNESOTA:
Section 1. [325E.61] [DATA WAREHOUSES; NOTICE REQUIRED FOR
.9 CERTAIN DISCLOSURES.]
.10 Subdivision 1. [DISCLOSURE OF PERSONAL INFORMATION; NOTICE
.11 REQUIRED.] (a) Any person or business that conducts business in
.12 this gtate, and that{owns or licensea}data that includes
.13 pexrsonal informatioﬂy shall disclosejany breach of the security
.14 of the system following digcovery or notification of the breach
.15 1in the security of the data to any resident of this state whose
.16 .unencrypted personal information was, or ig reasonably believed
.17 to have been, acquired by an unauthorized person. The
.18 disclosure must be made in the most expedient time possible and
.19 without unreasonable delay, consistent with the legitimate needs
.20 of law enforcement, as provided in paragraph (c), or with any
.21 measures necessary to determine the scope of the breach,
.22 identify the individuals affected, and restore the reasonable
integrity of the data system.
.24 (b) Any person or business that maintains data that
.25 includes personal information that the person or business does
.26 not own-shall notify the owner or licensee of the information of
.1 any breach of the security of the data immediately following
2 discovery, if the personal information was, or is reasonably
3 believed to have been, acquired by an unauthorized person.
4 {c) The notification required by this section may be
.5 delayed to a date certain if a law enforcement agency
6
7
8

W ~3 OV UL s W N

affirmatively determines that the notification will impede a
criminal investigation.

(d) For purposes of this section, "breach of the security
.9 of the system" means unauthorized acquisition of computerized
.10 data that compromises the security, confidentiality, or
.11  integrity of personal information maintained by the person or
.12 business. Good faith acquisition of personal information by an
.13 employee or agent of the person or business for the purposes of
.14 the person or business is not a breach of the security system,
.15 provided that the personal information is not used or subject to
.16 further unauthorized disclosure.
.17 (e) For purposes of this section, "personal information"
.18 means an individual's first name or first initial and last name
.19 in combination with any one or more of the following data
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.20 elements, when either the name or the data elements is not

.21 encrypted:

.22 (1) Social Security number;

.23 (2) driver's license number or Minnesota identification

.24 card number; or

.25 (3) account number or credit or debit card number; in

.26 combination with any required security code, access code, or
.27 password that would permit access to an individual's financial
.28 “account.

.29 (f) FPor purposes of thig section, "personal information"
.30 does not include publicly available information that is lawfully
.31 made available to the general public from federal, state, or
.32 local government records.

.33 (g) For purposes of this section, "notice" may be provided
.34 by one of the following methods:

.35 (1) written notice to the most recent available address the
.36 person or businesgs hag in its records;

21 (2) electronic notice, if the notice provided is consistent

with the provisions rega : ;
in United States Code, title 15, section 7001;: or
{(3) substitute notice, if the person or business

2 rding electronic records and signatures
3
4
.5 demonstrates that the cost of providing notice would exceed
6
7
8

$250,000, or that the affected class of subject persons to be
notified exceeds 500,000, or the person or business does not
have sufficient contact information. Substitute notice must

.9 consist of all of the following:

.10 (i) e-mail notice when the person or business has an e-mail
.11 address for the gubject persons;

.12 (ii) conspicuous posting of the notice on the Web site page
of the person or business, if the person or business maintains
.14 one; and

.15 (iii) notification to major statewide media.

.16 (h) Notwithstanding paragraph (g), a.person or business

+17 ~that maintains its own notification procedures as part of an
.18 information security policy for the treatment of personal

.19 information and is otherwise consgistent with the timing

.20 requirements of this section, shall be deemed to be in

.21 compliance with the notification requirements of this section if
.22 the perscon or business notifies subject persons in accordance
.23 with its policies in the event of a breach of security of the
.24 system.

.25 Subd. 2. [COORDINATION WITH CONSUMER REPORTING AGENCIES.]
.26 If a person discovers circumstances requiring notification under
.27 this section of more than 500 persons at one time, the person
.28 shall also notify, within 48 hours, all consumer reporting

.29 agencies that compile and maintain files on consumers on a

.30 nationwide basis, as defined by United States Code, title 15,
.31 section 168la, of the timing, distribution, and content of the
.32 noticesg.

.33 Subd. 3. [WAIVER PROHIBITED.] Any waiver of the provisions
.34 of this section is contrary to public policy and is void and
.35 unenforceable.

.36 Subd. 4. [EXEMPTION.] This section does not apply to any

.1 "financial institution” as defined by United States Code, title
2 15, section 6809(3), and to entities subject to the federal

3 privacy and security regulations adopted under the federal

.4 Health Insurance Portability and Accountability Act of 1996,
5

6

7

Public Law 104-191.
Subd. 5. [SECURITY ASSESSMENTS.] Each government entity
shall conduct a comprehensive security assessment of any
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4.8 personal information maintained by the government entity.

4.9 Subd. 6. [REMEDIES AND ENFORCEMENT.] The attorney general

4.10 shall enforce this section under section 8.31.

4.11 Sec. 2. [EFFECTIVE DATE.]

4.12 Section 1 is effective January 1, 2006.

Please direct all comments concerning issues or legislation
to your House Member or State Senator.
For Legislative Staff or for directions to the Capitol, visit the Contact Us page.
General guestions or comments,
http://www.revisor.leg.state.mn.us/bin/bldbill.php?bill=H2121.3&session=1s84 02/03/2006
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1 AN ACT to create 895507 of the statutes: relating to: notice regarding

v
2 unauthorized acquisition of personal information. éf«? wiree

Analysis by the Legislative Reference Bureau

This substitute amendment requires an entity that possesses certain persortal
information about an individual to notify the individual when the information is

, @C@y a person who the entity has not authorized to do so (unauthorize
). The substitute amendment’s notice requirements apply to entitie
including the state and local governments, that do any of the following: conduc

business in Wigconsin and maintain personal information in the ordinary course o
—_— business; @ ersonal information in this state; maintain a depository account for

£
ident; or lend money to a Wisconsin resident. Combined W‘ﬁ‘*
Under the substitute amendment, personal information, xf(c/ljc;es any of the
following information about an individual, if @ccomparic '
individual to whom the information pertains:
security number;
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) i ation is used for a lawful purpose of the entity. &> g@ﬁ@&g s }Vion
Under the substitute amendment, an ent‘ty regdired to notify a subject must,
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acqu ‘red

pertaining to a Wisconsin resident, the substitute a
J make r\fflsonable efforts to notify the subject. An ent1ty i
%,‘ s¥» if the “acquisition of personal mformatlon does nots
gunnaentlahtv or mtegrlw of - sonal informati

withi a_reasonab gme not to exceed '~S1ness days after learning of the

notice by mail or by another method.the entity has previously used to communicate
with the subject. If the entity cannot reasonably determine the subject’s mailing
address, the entity may notify the subject by another means reasonably calculated
to provide actual notice to the subject.},Under the substitute amendment, a law

f/»g v enforcement agency may request an entity to delay a required notice for any period

i

of time in order to protect an investigation or homeland security. An entity that
receives such a request must begin the notification process after the requested delay
period.

The substitute amendment contains exemptions from the notice requirements
for certain entities that are subject to, and in compliance with, certain requirements
imposed by federal law and regulations that generally relate to the privacy and
security of medical and financial data. The substitute amendment also prohibits the
enactment or enforcement by a city, village, town, or county of an ordinance or
regulation that relates to notice or disclosure of the unauthorized acquisition of
personal information.

The substitute amendment provides that failure to comply with the substitute
amendment’s requirements is not negligence or a breach of a legal duty, but may be
evidence of negligence or a breach of a legal duty.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

X
1 SEcTION 1. 895.507 of the statutes is created to read:
2 895.507 Notice of unauthorized acquisition of personal information.

3 (1) DeriNITIONS. In this section:
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SECTION 1
1 (a) 1. “Entity” means a person, other than an individual, that does any of the
2 following:
3 a. Conducts business in this state and maintains personal information in the
4 ordinary course of business.
@ b. Stores/personal information in this state.
Licenges
6 c. Maintains for a resident of this state a depository account as defined in s.
7 815.18 (2) (e). -
8 d. Lehds money to a resident of this state.
9 2. “Entity” includes all of the following:
10 a. The state and any office, department, independent agency, authority,
11 institution, association, society, or other body in state government created or
12 authorized to be created by the constitution or any law, including the legislature and
13 the courts. J \ ”*"’j £ | _ﬂzw 7\
14 b. A city, village, town, or county. /} / j;“”w —
o
15 (am) “Name” means an individ(al’s last name combined with the individual’s
16 first name or first initial. \j‘fq
@ (b) “Personal information” meangfany of ?ﬁe information specified in s, 94312()1 \
18 : ( 4. rv ., 11., ., and 1. if all of the following apply: i
19 1. The information is accompanied by the name of the individual to whom the |
20 ' information pertains.
21 2. The information is not publicly available,
22 3. The information is not er}%@.
23 () “Publicly available information” means any information that an entity
24 reasonably believes is one of the following:

25 1. Lawfully made widely available through any media.
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{ SECTION 1

1 2. Lawfully made available to the general public from federal, state, or local

2 government records or disclosures to the general public that are required to be made
3 by federal, state, or local law.

4 (2) Norice REQUIRED. (&) If an entity whose principal place of business is

S

 personal information in this state knows

N R NG
that personal information in the entity’s possession has been acquired by a person

located in this state or an entity that

whom the entity has not authorized to acquire the personal information, the entity

shall make reasonable effdrts to notify each subject of thé personal information. The
notice shall indicate that the entity knows of the unauthorized acquisition of
personal information pertaining to the subject of the personal information.

(b) If an entity whose principal place of business is not located in this state
knows that personal information pertaining to a resident of this state has been
acquired by a person whom the entity has not authorized to acquire the personal
information, the entity shall make reasonable efforts to notify each resident of this

tate who is the subject of the personal information. The notice shall indicate that
the entity knows of the unauthorized acquisition of personal information pertaining

to the resident of this state who is the subject of the personal information.

..., é‘iﬂ* 3 . é‘#“;} ;’@.
/ (cm) Notwithstanding pars. (a) | (b) ,/gn entity is not required to provide
z§\ o o_ee\\es
notice of the acquisition of personal information if any of the following

SR s o
1. The acquisition of personal informati ?Empromise the securit?,/))w
{ confidentiality, or integrity of pefsonal information in the entity’s possessio 5@

‘ / N OTHER. REBUREMENTS
@ ~ (3) TIMING AND MANNER OF NOTIC%( (a) Subject to sub. (5), an entity shall provide
@ the notice requirgd under sub. (2) within a reasonable time, not to exce%@@f/
l}g}{;@fgﬁgé A ﬁg&gg,(@&"g visk oF 1den ?—?’ N s::V/
: 1o

‘?)Vt,«;/“{:‘i’ v ‘{‘\%é@’vé’ '%ﬂé‘f 'ﬁ%f/ 6;«.%}&5/‘% &{
e ?mmi &»@“Férméﬁé oh
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1 days after the entity learns of the acquisition of personal information. A
2 determination as to reasonableness under this paragraph shall include
3 consideration of the number of notices that an entity must provide and the methods
4 of communication available to the entity.

(b) An entity shall provide the notice required under sub. (2) by mail or by a

method the entity has previously employed to communicate with the subject of the
personal information. If an entity cannot with reasonable“dilyigence determine the
mailing addresé of the subject of the personal information, and if the entity has not
previously communicated with the subject of the personal information, the entity
“\shall provide notice by a method reasonably calculated to provide actual notice to the
@ 7' bject of the personal information.

12 .7 (3m) REGULATED ENTITIES EXEMPT. This section does not apply to any of the

13 following:

14 (a) An entity that is subject to, and in compliance with, the privacy and security
15 requirements of 15 USC 6801 to 6827, or a person that has a contractual obligation
16 to such an entity, if the entity or person has in effect a policy concerning breaches of
17 information security.

18 (b) An entity that is described in 45 CFR 164.104 (a), if the entity complies with

19 the requirements of 45 CFR part 164.

20 (4) ErFECT ON CIVIL CLAIMS. Failure to comply with this section is not negligence
21 or a breach of any duty, but may be evidence of negligence or a breach of a legal duty.
22 (5) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. A law enforcement agency
23 may, in order to protect an investigation or homeland security, ask an entity not to
24 provide a notice that is otherwise required under sub. (2) for any period of time and

25 the notification process required under sub. (2) shall begin at the end of that time
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period. Notwithstanding subs. (2) and (3), if an entity receives such a request, the
entity may not provide notice of or publicize an unauthorized acquisition of personal
information, except as authorized by the law enforcement agency that made the
request.

(6m) LOCAL ORDINANCES OR REGULATIONS PROHIBITED. No city, village, town, or
county may enact or enforce an ordinance or regulation that relates to notice or
disclosure of the unauthorized acquisition of personal information.

- (Tm) EFFECT kOF FEDERAL LEGISLATiON. If the joiﬁt committee on administrative
rules determines that the federal government has enacted legislation that imposes
notice requirements substantially similar to the requirements of this section and
determines that the legislation does not preempt this section, the joint committee on
administrative rules shall submit to the revisor of statutes for publication in the
Wisconsin administrative register a notice of its determination. This section does not
apply after publication of a notice under this subsection.

(END)
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1 Insert A-1:

O
%?( Upon request by a person who receives a notice, an entity must identify the personal
information that was acquired.
Under the substitute amendment, a separate notification requirement applies
to a person, other than an individual, that stores personal information pertaining to
a resident of this state, but does not own or license the personal information. The
requirement only applies if there is no contract between the person that stores the
personal information and the person that owns or licenses the personal information.
If such a person knows that personal information in the person’s possession has been
acquired by a person whom the entity has not authorized to acquire the personal
information, the entity must notify the person that owns or licenses the personal
information as soon as practicable.

2 Insert 5-11:

3 (c) Upon written request by a person who has received a notice under sub. (2),
4 the entity that provided the notice shall identify the personal information that was
5 acquired.

6 Insert 3-17:

7 %(Dan individual’s last name and the individual’s first name or first initial, in
8 combination with and linked to any of the following elements, if the element is not
9 publicly available information and is not encrypted, redacted, or altered in a manner

10 that renders the element unreadable:

1. The individual’s S’ocial Security number.

&

12 2. The individual’s driver’s license number or state identification number.

13 3. The number of the individual’s financial account number, including a credit
14 or debit card account number, or any security code, access code, or password that
15 would permit access to the individual’s financial account.

v v
16 4. The individual’s deoxyribonucleic acid profile, as defined in s. 939.74 (2d) (a).
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5. The individual’s unique biometric data, including fingerprint, voice print,
retina or iris image, or any other unique physical representation.

Insert 4-17:

(bm) If a person, other than an individual, that stores personal information
pertaining to a resident of this state, but does not own or license the personal
information, knows that the personal information has been acquired by a person

whom the person storing the personal information has not authorized to acquire the

O w <9 O Ot e W N

[
- O

peréonal infnrmati‘dﬁ,ﬂand‘ the persdn stbring the persbrial information has not
entered into a contract with the person that owns or licenses the personal
information, the person storing the personal information shall notify the person that

owns or licenses the personal information of the acquisition as soon as practicable.
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- Representative Fitzgerald:

This substitute amendment is based on instructions provided by your aide, Jim
Bender. Please review it carefully to ensure it is consistent with your intent and note
the following:

1. This substitute amendment alters the definition of “personal information.” I have
assumed that you intended to retain the exclusion for publicly available information.
Is this correct?

2. The drafting instructions distinguish between entities that own or license personal
information and'third parties that merely store personal information that is owned by
another person. The distinction is significant because of the different disclosure
obligations that apply under the substitute amendment. What does it mean to
“license” personal information versus merely store personal information?

Christopher T. Sundberg

Legislative Attorney

Phone: (608) 266-9739

E-mail: christopher.sundberg@legis.state.wi.us
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February 7, 2006

Representative Fitzgerald:

This substitute amendment is based on instructions provided by your aide, Jim
Bender. Please review it carefully to ensure it is consistent with your intent and note
the following:

1. This substitute amendment alters the definition of “personal information.” I have
assumed that you intended to retain the exclusion for publicly available information.
Is this correct?

2. The drafting instructions distinguish between entities that own or license personal
information and third parties that merely store personal information that is owned by
another person. The distinction is significant because of the different disclosure
obligations that apply under the substitute amendment. What does it mean to
“license” personal information versus merely store personal information?

Christopher T. Sundberg

Legislative Attorney

Phone: (608) 266-9739

E-mail: christopher.sundberg@legis.state.wi.us
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ASSEMBLY SUBSTITUTE AMENDMENT ,
TO 2005 SENATE BILL 164

1 AN AcC

2 unauthorized acquisition of personal information.

create 895.507 of the statutes; relating to: notice regarding

Analysis by the Legislative Reference Bureau

This substitute amendment requires an entity that possesses certain personal
information about an individual to notify the individual when the information is
acquired by a person who the entity has not authorized to do so (unauthorized
acquisition). The substitute amendment’s notice requirements apply to entities,
including the state and local governments, that do any of the following: conduct
business in Wisconsin and maintain personal information in the ordinary course of
business; license personal information in this state; maintain a depository account
for a Wisconsin resident; or lend money to a Wisconsin resident.

Under the substitute amendment, personal information includes any of the
following information about an individual, if combined with the name of the
individual to whom the information pertains: driver’s license number; social
security number; financial account number and certain related information; and
deoxyribonucleic acid (DNA) profile and other biometric data. Personal information
does not include information that is lawfully available to the public or information
that is encrypted.

As to an entity whose principal place of business is located in Wisconsin or that
licenses personal information in Wisconsin, if the entity knows or has reason to know
of an unauthorized acquisition, the substitute amendment requires the entity to
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make reasonable efforts to notify the individual that is the subject of the personal
information (subject) that the individual’s personal information has been acquired.
As to an entity whose principal place of business is not located in Wisconsin, if the
entity knows or has reason to know of an unauthorized acquisition involving
information pertaining to a Wisconsin resident, the substitute amendment requires
the entity to make reasonable efforts to notify the subject. An entity is not required
to give notice if the acquisition of personal information does not create a material risk
of identity theft or fraud, or if the personal information was acquired in good faith
by an employee of the entity and the personal information is used for a lawful purpose
of the entity.

Under the substitute amendment, an entity required to notify a subject must,
within a reasonable time not to exceed 45 mggys after learning of the

unauthorized acquisition, inform the subject that the entity knows of the
unauthorized use of personal information pertaining to the subject. The entity must
deliver the notice by mail or by another method the entity has previously used to
communicate with the subject. If the entity cannot reasonably determine the
subject’s mailing address, the entity may notify the subject by another means
reasonably calculated to provide actual notice to the subject. Upon request by a
person who receives a notice, an entity must identify the personal information that
was acquired.

Under the substitute amendment, a separate notification requirement applies
to a person, other than an individual, that stores personal information pertaining to
a resident of this state, but does not own or license the personal information. The
requirement only applies if there is no contract between the person that stores the
personal information and the person that owns or licenses the personal information.
If such a person knows that personal information in the person’s possession has been
acquired by a person whom the entity has not authorized to acquire the personal
information, the entity must notify the person that owns or licenses the personal
information as soon as practicable.

Under the substitute amendment, a law enforcement agency may request an
entity to delay a required notice for any period of time in order to protect an
investigation or homeland security. An entity that receives such a request must
begin the notification process after the requested delay period.

The substitute amendment contains exemptions from the notice requirements
for certain entities that are subject to, and in compliance with, certain requirements
imposed by federal law and regulations that generally relate to the privacy and
security of medical and financial data. The substitute amendment also prohibits the
enactment or enforcement by a city, village, town, or county of an ordinance or
regulation that relates to notice or disclosure of the unauthorized acquisition of
personal information.
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The substitute amendment provides that failure to comply with the substitute
amendment’s requirements is not negligence or a breach of a legal duty, but may be
evidence of negligence or a breach of a legal duty.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

1 SECTION 1. 895.507 of the statutes is created to read:
2 895.507 thicé of uhauthbrized acquisition of personal informatioﬁ.
3 (1) DErINITIONS. In this section:
4 (a) 1. “Entity” means a person, other than an individual, that does any of the
5 following:
6 | a. Conducts business in this state and maintains personal information in the
7 ordinary course of business.
8 b. Licenses personal information in this state.
9 c. Maintains for a resident of this state a depository account as defined in s.
10 815.18 (2) (e).
11 d. Lends money to a resident of this state.
12 2. “Entity” includes all of the following:
13 a. The state and any office, department, independent agency, authority,
14 institution, association, society, or other body in state government created or
15 authorized to be created by the constitution or any law, including the legislature and
16 the courts.
17 b. A city, village, town, or county.
18 (am) “Name” means an individual’s last name combined with the individual’s

19

first name or first initial.
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(b) “Personal information” means an individual’s last name and the
individual’s first name or first initial, in combination with and linked to any of the
following elements, if the element is not publicly available information and is not
encrypted, redacted, or altered in a manner that renders the element unreadable:

1. The individual’s social security number.

2. The individual’s driver’s license number or state identification number.

3. The number of the individual’s financial account number, including a credit

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

or debit card accoﬁnt number, or any security code, éccess code, or password that
would permit access to the individual’s financial account.

4. The individual’s deoxyribonucleic acid pfoﬁle, as defined in s. 939.74 (2d) (a).

5. The individﬁal’s unique biometric data, including fingerprint, voice print,
retina or iris image, or any other unique physical representation.

(c) “Publicly available information” means any information that an entity
reasonably believes ié one of the following:

1. Lawfully made widely available through any media.

2. Lawfully made available to the general public from federal, state, or local
government records or disclosures to the general public that are required to be made
by federal, state, or local law.

(2) NoOTICE REQUIRED. (a) If an entity whose principal place of business is
located in this state or an entity that maintains or licenses personal information in
this state knows that personal information in the entity’s possession has been
acquired by a person whom the entity has not authorized to acquire the personal
information, the entity shall make reasonable efforts to notify each subject of the

personal information. The notice shall indicate that the entity knows of the
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unauthorized acquisition of personal information pertaining to the subject of the
personal information.

(b) If an entity whose principal place of business is not located in this state
knows that personal information pertaining to a resident of this state has been
acquired by a person whom the entity has not authorized to acquire the personal

information, the entity shall make reasonable efforts to notify each resident of this

10
11
12
13
14
15
16
17
18
19
20
21
22
23

24

state who is the subject of the personal information. The notice shall indicate that
the entity knows of the unaﬁthcrized acqﬁisit.ion of personal information pertéining
to the resident of this state who is the subject of the personal information.

(bm) If a person, other than an individual, that stores personal information
pertaining to a resident of this state, but does not own or license the personal
information, knows that the personal information has been acquired by a person
whom the person storing the personal information has not authorized to acquire the
personal information, and the person storing the personal information has not
entered into a contract with the person that owns or licenses the personal
information, the person storing the personal information shall notify the person that
owns or licenses the personal information of the acquisition as soon as practicable.

(cm) Notwithstanding pars. (a), (b), and (bm), an entity is not required to
provide notice of the acquisition of personal information if any of the following
applies:

1. The acquisition of personal information does not create a material risk of
identity theft or fraud to the subject of the personal information.

2. The personal information was acquired in good faith by an employee or agent

of the entity, if the personal information is used for a lawful purpose of the entity.
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(3) TIMING AND MANNER OF NOTICE; OTHER REQUIREMENTS. (a) Subject to sub. (5),
an entity shall provide the notice required under sub. (2) within a reasonable time,
not to exceed 45 days after the entity learns of the acquisition of personal
information. A determination as to reasonableness under this paragraph shall
include consideration of the number of notices that an entity must provide and the
methods of communication available to the entity.

(b) An entity shall provide the notice required under sub. (2) by mail or by a

method the entity has previously employed to communicate with the subject of the
personal information. If an entity cannot with reasonable diligence determine the
mailing address of the subject of the personal information, and if the entity has not
previously communicated with the subject of the personal information, the entity
shall provide notice by a method reasonably calculated to provide actual notice to the
subject of the personal information.

(c) Upon written request by a person who has received a notice under sub. (2),
the entity that provided the notice shall identify the personal information that was
acquired.

(3m) REGULATED ENTITIES EXEMPT. This section does not apply to any of the
following:

(a) An entity that is subject to, and in compliance with, the privacy and security
requirements of 15 USC 6801 to 6827, or a person that has a contractual obligation
to such an entity, if the entity or person has in effect a policy concerning breaches of
information security.

(b) An entity that is described in 45 CFR 164.104 (a), if the entity complies with

the requirements of 45 CFR part 164.
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(4) EFFECT ON CIVIL CLAIMS. Failure to comply with this section is not negligence
or a breach of any duty, but may be evidence of negligence or a breach of a legal duty.
(5) REQUEST BY LAW ENFORCEMENT NOT TO NOTIFY. A law enforcement agency
may, in order to protect an investigation or homeland security, ask an entity not to
provide a notice that is otherwise required under sub. (2) for any period of time and

the notification process required under sub. (2) shall begin at the end of that time

period. Notwithstanding subs. (2) and (3), if an entity receives such a request, the

eﬁtii:y may not pfdﬁdé noficé of or bublicize an unéuthbrized aéquisitién of personal
information, except as authorized by the law enforcement agency that made the
request.

(6m) LOCAL ORDINANCES OR REGULATIONS PROHIBITED. No city, village, town, or
county may enact or enforce an ordinance or regulation that relates to notice or
disclosure of the unauthorized acquisition of personal information.

(7m) EFFECT OF FEDERAL LEGISLATION. If the joint committee on administrative
rules determines that the federal government has enacted legislation that imposes
notice requirements substantially similar to the requirements of this section and
determines that the legislation does not preempt this section, the joint committee on
administrative rules shall submit to the revisor of statutes for publication in the
Wisconsin administrative register a notice of its determination. This section does not
apply after publication of a notice under this subsection.

(END)



